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• Peer REDFOR* likely to use layered ISTAR* to control and effect Fires

• BLUEFOR may counter layered ISTAR fire control with Integrated 
Survivability - a Layered Strategy

 Layered Survivability - Sometimes called the “Survivability Onion”

• Electro-Optic (EO) Camouflage Concealment and Deception disrupts 
REDFOR OODA* loop at the first stage: degrading ‘observation’

 Reduces REDFOR combat efficiency & interrupts flow of ‘kill chain’

• EO CCD is effective at several stages of Layered Survivability Strategy 

 Reducing probability or range of Detection, Recognition and 
Identification

 Enables greater freedom of movement without being detected

o Opens the battlespace to BLUEFOR manoeuvre

o Increases Detection range over-match 

 Reducing signature can increase smoke/obscurant/countermeasure 
effectiveness

Layered Survivability

1. Don’t be there
2. Don’t be seen
3. Don’t be acquired
4. Don’t be hit
5. Don’t be killed
6. Do get home

EO CCD assists 1-4
EO CCD assists 6 too

Peer REDFOR : A sovereign nation state with Armed Forces whose capabilities [technological, equipment, doctrinal, organisational] are equivalent or superior. 
ISTAR: Intelligence Surveillance Target Acquisition and Reconnaissance
BLUEFOR : Own forces and allies 
OODA : Observe, Orient, Decide, Act
EO CCD : Electro–Optic Camouflage, Concealment & Deception

Integrated survivability
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Eleron-3SV Forpost/Israeli optics (2014)

Takhion

Granat-4

Zastava

Orlan-10 

Forpost

‘Hemispherical’ thermal IR threat direction

CHN TIR binoculars (2018)

ISTAR Imaging systems are deployed on UAVs, manned aircraft and other vehicles, and are 
also used by dismounts.

NATO UNCLASSIFIED + EOP AVT-RWS-371 ©  QinetiQ 2023 QINETIQ/23/01849  Slide 4



Orlan 30 recce variant with Electro-
Optic turret (Ukraine conflict 2022)

GOES-4 produced by 
NPP AME (RUS) for 
Forpost R: cooled MWIR 
WFOV and NFOV, low 
light TV, range finder & 
designator 

HTEB.461321.011 range 
finder & designator 
produced by Quantum 
Optics (RUS)

Thermal IR threat evolution 
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AVT-RWS-371

Left; Orlan 10 recovered in UKR in 2022, 
Right; close-up of TIR-only imaging pod 
on recovered Orlan 10

Thermal IR threat evolution 
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Thermal IR threat evolution 
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• Field Deployable Electro-Optic Sensor (FDEOS) ‘kits’

 Variants have been produced to help troops understand their EO signature & optimise 
counter surveillance control measures

 Indigenous Russian Gen 2+ & Gen 3 Image Intensifier imaging sensors 

 Indigenous Chinese thermal IR imaging systems 

 Other imaging systems

FDEOS
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The physics (and the problem) of thermal IR emissivity control
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Kirchhoff (opaque body)

M = Excitance,   = Wavelength, c = Speed of light, h = Planck's constant, k = Boltzmann constant, T = 

Temperature,  = Emissivity,  = Stefan- Boltzmann constant,  = Absorptivity, R = Reflectivity.

• Match the thermal IR radiance of the platform to the background viewed by the threat
 Match actual surface temperature to background (conceal hot parts, insulation, 

solar heat rejection coatings etc. etc.)
 Minimise remaining radiance contrast using thermal IR emissivity control

• Physics - ‘easy’ to solve
 ‘consider a uniform isothermal spherical body in an isothermal 

environment’
• Real world – much harder

 No isothermal simple-shaped bodies or isothermal environments
 Reducing thermal IR emissivity increases thermal IR reflections
 Reflected thermal IR radiance can dominate signature
 Ensure that reflections don’t break your camouflage

• Options for controlling reflected IR radiance:
 Specular – Diffuse surfaces
 Directional surfaces – Control what is reflected in which direction
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Directional thermal IR emissivity
• Materials

 Isotropic reflection 

 Specular to diffuse

 Directional materials

• Modelling

 Modelling directional materials

• Combat Identification: co-operative marking case

• Summary
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RMS 
roughness 
3.98µm

RMS 
roughness 
74.52µm

Paints and metallised grit papers of different 
roughnesses were characterised on a ZeMetrics
ZeScope white light interferometer to estimate their 
RMS roughnesses and correlation lengths. 

Hemispherical Directional Reflection (HDR) were 
characterised on a SOC-100: specular and diffuse 
components of reflection were calculated at a range 
of reflection angles. 

Specular to diffuse
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Metallised grit papers (TIR)

NATO UNCLASSIFIED + EOP AVT-RWS-371 ©  QinetiQ 2023 QINETIQ/23/01849  Slide 12



QINETIQ/23/01849  Slide 13

Directional materials – an example

Thermal IR reflective surface
Nano-replicated microstructure
Polymer web
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Directional materials – what they do

Directional flat quadrants, clockwise from top left: 
Foreground 180, beach shingle
Zenith 0, clear sky
Right 90, sea
Left 270, beach shingle

Three objects: 
 specular mirror double curve 

(spherical Rh mirror) 

 directional single curve (vertical axis 
of symmetry) 

 directional flats

Note that sun reflection is absent 
from the sphere in the LWIR image
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Directional materials – what they do

Directional flat quadrants, clockwise from top left: 
Foreground 180, beach shingle
Zenith 0, clear sky
Right 90, sea
Left 270, beach shingle
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Modelling directional materials

Surface 

model

Platform

fit

Platform 

STL CAD

Inputs:
• Micro-structure facet angles
• Facet emissivities
• Colour layer optical properties
• Surface temperature
• Environment temperatures

 Statistical
 Radiometric imagery 

(spherical mirror)
• Observer position
• Surface position

 Pitch, roll, yaw
Output:
• Apparent temperature of surface
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Modelling directional materials to control contrast radiant intensity (CRI)

Right-half of the figure treated with a 
Lambertian surface emissivity of 0.65.

CRI 209.4 W sr-1

Apparent temperature LWIR (8-12µm) predicted with:
Temperature of the outer garments 25oC, exposed skin 36oC 
ambient air and horizon 10oC, sky zenith -20oC

Figure treated with a ground-orientated 
coating with an emissivity of 0.21.

CRI 135.6 W sr-1
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© Crown copyright

Combat Identification: co-operative marking case

Conformal or ‘filling’ colour layer
Thermal IR reflective surface
Nano replicated microstructure
Polymer web
Adhesive layer

NATO UNCLASSIFIED + EOP AVT-RWS-371 ©  QinetiQ 2023 



QINETIQ/23/01849 Slide 21

-60

-50

-40

-30

-20

-10

0

10

20

30

0 20 40 60 80

Elevation (degrees from horizon) 

T
e

m
p

e
ra

tu
re

 (
C

)

8-12 micron image of 
horizon to 30° elevation 

Recorded apparent sky temperature with elevation
 At high elevation angles, the sky is very cold

Combat Identification co-operative marking case
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8-12 micron image of 
horizon to 30° elevation 

Mirage H is a visually coloured 
specular thermal infrared 
reflective mirror film. When 
placed on horizontal surfaces and 
viewed from above using thermal 
imaging equipment, it produces 
an apparently unnaturally cold 
mark.

Combat Identification co-operative marking case
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A plain mirror mounted 
on a vertical surface will 
reflect the warm horizon 
from most viewing 
directions: consequently, 
little thermal contrast 
with the vehicle body.

A directional mirror 
designed to reflect high 
elevation cold sky: this 
gives high thermal 
contrast with the vehicle 
body.

Combat Identification co-operative marking case
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Combat Identification co-operative marking case
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• I hope that I have shown you:

 The thermal IR threat posed by peer & near-peer adversaries is current & evolving

 CCD is a significant part of Integrated Survivability, the thermal IR increasingly so

 FDEOS kits help troops to understand & optimise counter surveillance control 
measures

 Controlling thermal IR emissivity can reduce susceptibility to detection by thermal 
IR sensors

 Uncontrolled reflections can impair thermal IR camouflage effectiveness

 Directional materials can be used to minimise this impairment

 Application of thermal IR directional materials as a cooperative combat marking 
material has been discussed

• Finally: there are many variations of directional materials and platform fits 
that can be considered. It is up to the intelligent camouflage designer to 
optimise the outcome.

Summary
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